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ABSTRACT: This paper introduces an Intrusion Detection System (IDS) based on the use of several Artificial
Intelligence (AI) techniques. The anomalous detection issue is approached from a feature selection point of view, where
a connectionist model is applied as a data analysis technique in an IDS. By exploiting the strengths of connectionist
architectures in recognition, classification and generalization, this work shows the benefits of applying connectionist
models and agent technology to the Intrusion Detection (ID) field. This work is based on the fact that projectionist
systems have never been applied to the IDS field and network security until this research project. It helps network
administrators to decide if anomalous situations are real intrusions or not. To cover the more complex situations related
to segment-divided networks, we introduce a new approach based on a distributed architecture where different software
agents cooperate to detect anomalous SNMP (Simple Network Management Protocol) situations in a big-size network.
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INTRODUCTION
Computer security actions are aimed to prevent and detect unauthorized use of computers or computer networks. IDS
have become one of the most important security tool. They are hardware or software systems that monitor the events
occurring in a computer system or network, analysing them to identify security problems. They have become a
necessary additional tool to the security infrastructure as the number of network attacks has increased very fast during
the last years.
IDS have been previously built by hand. AI techniques can decrease the effort needed to build IDS and can also
improve their performance. Some techniques are used to implement IDS (such as state-transition diagrams, expert
systems, petri nets, signature verification, etc.). Among them, connectionist models have been identified as a very
promising method of addressing the ID problem due to two main features: they are suitable to detect day-0 attacks and
they have the ability to classify patterns (attack classification, alert validation, etc.). Up to now, there have been several
attends to apply connectionist models [1] (such as Self-Organising Maps [2], [3] or Elman Networks [4]) to the network
security field. This paper presents an IDS based on a connectionist architecture which has never been applied to the ID
problem before this research. This architecture is called Cooperative Maximum Likelihood Hebbian Learning
(CMLHL), and has been shown [5], [6], [7], [8] a very effective one to perform the data analysis process (see Figure 1).
The actual demands of effectiveness and complexity have caused the development of new computing paradigms. One of
these new paradigms are agent and multi-agent systems. A software agent can be defined as a system with capacity of
adaptation and provided with mechanisms allowing it to decide what to do (according to their objectives) [9]. This kind
of systems has been previously used in the field of IDS [10], [11].

PROBLEM OVERVIEW
A protocol in a computer network context is a specification that describes low-level details of host-to-host interfaces or
high-level exchanges between application programs. Among all the implemented network protocols we have focused
our effort in the study of SNMP because an attack based on this protocol may severely compromise the system security.
SNMP was identified as one of the top five most vulnerable services (in order of importance) by CISCO [12].

In the short-term, SNMP was oriented to manage nodes in the Internet community [13]. That is, it is used to control
routers, bridges, and other network elements, reading and writing a wide variety of information about the devices:
operating system, version, routing tables, default TTL (Time To Live) and so on. Some of this data can be extremely
sensitive.
The IAB (Internet Activities Board) recommended that all IP (Internet Protocol) and TCP (Transmission Control
Protocol) implementations were network manageable [14]. The implementation of the Internet Management
Information Base (MIB) and at least one of the management protocols like SNMP is the consequence of this suggestion.
The MIB can be roughly defined as a database that contains information about some elements or devices that can be
network-controlled. This database is used by SNMP to store information about the elements that it controls.
There are some dangerous anomalous situations related to SNMP [8], such as port sweep and MIB information transfer.
SEGMENTED SNMP (AGENT APPROACH)
An SNMP Agent is the operational role assumed by an SNMP party (generally a device controlled by this protocol)
when it performs SNMP management operations in response to received SNMP messages [16]. An SNMP Proxy
Agent is an SNMP Agent that performs management operations by communicating with another logically remote party.
In the case of a segmented network, “logically remote” means that each party is located in a different network segment.
The transparency principle [16] defines the behavior of an SNMP party and says that the manner in which one SNMP
party processes SNMP protocol messages received from another SNMP party is entirely transparent to the latter.
Implicit in this principle is the requirement that, throughout its interaction with a Proxy Agent, a management station is
supplied with no information about the nature or progress of the proxy mechanisms by which its requests are realized.
That is, it should seem to the management station as if it were interacting via SNMP directly with the proxied device.

THE MULTI-AGENT IDS MODEL
To upgrade the connectionist IDS model previously developed [8], it is split out into different software agents [9]
working together in order to detect the intrusive actions defined above.
Corporative networks can be very big-size ones, where computers are set up into different network segments, mainly
caused by the IP address limitations. Here is where a distributed IDS can take advantage. By using this kind of IDS
(where a “listener” entity capture the traffic travelling along each different network segment), the model is able to
identify all the anomalies caused in a segment-divided network. Otherwise, only the anomalies caused in the segment
where the IDS is located could be identified. All the different SNMP anomalous situations can be produced in every
different segment (where SNMP Agents are set up). In order to detect all these situations we propose this distributed
agent-based IDS. It is shown in Figure 1 and consists on two different kinds of agents:
- Sniffer Agent (SA): each segment (in which the network is divided) is “controlled” by an agent of this kind.
- IDS Agent (IDS-A): there is only one agent of this kind, which is in charge of processing the information sent by
Sniffer Agents and alerting the network administrator.
This structure allows the system to use the source and destination IP address in such a way that every Agent could know
from which network segment the packet is coming.
Sniffer Agents carry out two main functions:
- Network Traffic Capture Function: one of the network interfaces of the host where the Sniffer Agent is located is
set up as “promiscuous” mode. It captures all the packets travelling along this network segment.
- Data Pre-processing Function: the captured data is selected, pre-processed and sent to the IDS Agent.
The information analysed by these Agents is obtained from the packets that travel along the network. The necessary
data for the traffic analysis is contained on the captured packets headers. This data can be obtained using a network
analyser. The study of SNMP is the reason why only packets based on UDP (User Datagram Protocol) are selected.
This means that in terms of TCP/IP (Transmission Control Protocol/Internet Protocol) protocol stack, the model
captures only the packets using UDP at transport layer and IP at network layer. So in addition to the SNMP packets, the
data sets contain traffic related to other protocols installed in our network, like NETBIOS and BOOTPS.

During the Data Pre-processing Function (Figure 1), a data selection of all the information captured is performed. So
the variables used are: timestamp, protocol ID, source port, destination port, source IP address, destination IP address
and packet size. Only the pre-processed data is sent to the IDS Agent.
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Figure 1: Structure of the Agent-Based IDS
Once the pre-processed data is received in the IDS Agent, a connectionist model (see Equations 1 to 5) is applied to
analyse the data and identify anomalous patterns. With this distributed structure, this Agent is capable of identifying
anomalous situations concerning to different network segments. That is, an anomalous situation can affect SNMP
Agents located in different segments.
The IDS Agent can be equipped with different mechanisms to abort an attack. That is, after identifying an anomalous
situation, it can carry out concrete actions to abort the attack (such as deactivating SNMP). Finally, the network
administrator is alerted about the anomalous situations that are happening (or had happened) along all the segments in
which the network is divided.

THE UNSUPERVISED CONNECTIONIST IDS MODEL
Exploratory Projection Pursuit (EPP) [17], [18], [19], [20] is a statistical method for solving the complex problem of
identifying structure in high dimensional data. It is based on the projection of the data onto a lower dimensional
subspace in which its structure is searched by eye. It is necessary to define an “index” to measure the varying degrees of
interest generated by each projection. Subsequently, the data is transformed by maximizing the index and the associated
interest. From a statistical point of view the most interesting directions are those that are as non-Gaussian as possible.

The Data Analysis step performed by the IDS Agent (Figure 1) is based on the use of a neural EPP model called
Cooperative Maximum Likelihood Hebbian Learning (CMLHL) [21], [22], [23]. It was initially applied to the field of
Artificial Vision [21], [22] to identify local filters in space and time. Here, we have applied it to the field of Computer
Security. It is based on Maximum Likelihood Hebbian Learning (MLHL) [19], [20] adding lateral connections [21],
[22], which have been derived from the Rectified Gaussian Distribution [24]. The resultant net can find the independent
factors of a data set but do so in a way that captures some type of global ordering in the data set.
Consider an N-dimensional input vector, x , and an M-dimensional output vector, y , with W ij being the weight
linking input j to output i and let h be the learning rate. CMLHL can be expressed as:
(1)
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Lateral connections are applied:

y i (t + 1) = [ y i (t) + τ (b - Ay )]

+

(2)

A is a symmetric matrix used to modify the response to the data whose effect is based on the relation between the
distances among the output neurons. It is based on the Cooperative Distribution [24], but to speed learning up, it can be
simplified to [25]:

A(i, j ) = d ij - cos(2p (i - j ) / M )

(3)

The activation ( e j ) is fed back through the same weights and subtracted from the input:
M
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(4)
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Weight update:

DWij = h . yi .sign(e j ) | e j | p -1

(5)

Where: h is the learning rate, t is the ”strength” of the lateral connections, b is the bias parameter and p is a
parameter related to the energy function [19], [20], and d ij is the Kronecker delta.

COMPARISON WITH OTHER TECHNIQUES
The projection method called MLHL, and others based on it (such as CMLHL), can show the evolution through the
time of the system response. In the IDS field, the time variable (or temporal relationship between packets) is very
important because it is decisive in the detection of some kinds of attacks. A high concentration in time can imply an
anomalous situation by itself. A typical example of this can be a MIB information transfer, where a high temporal
concentration means a transference of great quantity of information. It is a transfer of some information contained in the
SNMP MIB, and is considered a quite dangerous situation because a hacker can come up with all sorts of interesting
and sometimes useful information.
This variable from the dataset does not provide as much information when other unsupervised connectionist models are
applied. That is the case of Self-Organising Maps (SOM) [26]. Several authors have applied this model [2], [3] in the
data-analysis process without taking into account the time dimension of the data set.
On the other hand, most of the signature-verification models do not take into account this time dimension. They work at
a packet level, so they cannot use the time issues of the dataset as a whole. It implies that these models do not take into
account the time concentration of anomalous or risky packets, as it is done by the model proposed in this paper.
Finally, the model introduced in this work uses this important variable, allowing a dynamic analysis and a better study
of the information, as can be seen in Figure 2.
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Figure 2: a) Data projection displayed by the connectionist model for a MIB information transfer.
b) Visualization of an example of a high temporal concentration of packets.
In Figure 2.a it is easy to identify several packet groups. Groups 1 and 2 are related to a MIB information transfer: they
contain packets sent and received during the transfer embedded in the data set. Group 1 contains all the traffic in one
way (from destination to source), while Group 2 contains all the traffic in the other way (from source to destination).
These groups have been labelled as anomalous ones due to two combined issues: high temporal concentration of
packets, and because they are made up of different size packets, situation which is related to the MIB information
transfer. Figure 2.b shows a very high temporal concentration of packets, which caused the identification of Groups 1
and 2 as anomalous ones.

CONCLUSIONS
We propose an Agent-Based IDS model made up of two different kinds of agents: Sniffer Agents and IDS Agent. This
model allows us to identify the attacks happening in each segment and the most general ones (those implying more than
only one network segment). Automatic mechanisms can be developed and run to abort an attack.
To handle and classify all the pre-processed information related with the whole network, the IDS Agent should have a
very big calculus power. The IDS Agent can be located in the most powerful machine in the organization. It does not
matter what network segment this machine is located in.
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