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Abstract— This experimental study is focused on the
application of some nature inspired classifier ensembles for the
detection of SNMP-related attacks. The reliability of the novel
method proposed is compared with other models and validated
under a real interesting case study, taking into account several
different anomalous situations as port scan and MIB
Information Transfer.
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Intrusion Detection

I. INTRODUCTION

I

ntrusion Detection Systems (IDSs) [1-3] became an
essential asset in the computer security infrastructure of
most organizations. An IDS can roughly be defined as a
tool designed to detect suspicious patterns that may be
related to a network or system attack. This study deals with
IDSs that monitor computer networks, that is network-based
IDS.
ID has been approached from several different points of
view up to now; many different nature-inspired techniques such as Genetic Programming [4] or Neural Networks [5-7] and some other artificial intelligent models - Data Mining
[8-10], Expert Systems [11] or Fuzzy Logic [12] - have been
applied to ID mainly to perform a 2-class classification
(normal/anomalous or intrusive/non-intrusive). Up to now,
these models have been applied to general datasets such as
the DARPA [13] or KDD [14], whose limitations and
problems have been previously analysed [15, 16]. To
overcome such drawbacks, several datasets have been
generated in a real-life network, containing real attack
scenarios.
Among all the implemented network protocols, there are
several of them that can be considered quite more dangerous
(in terms of the network security), such as the Simple
Network Management Protocol (SNMP) [17]. This protocol
is a standard protocol to manage a wide range of devices on
an IP network. Thus, critical information to configure such
devices is managed by this protocol. SNMP was identified
as one of the top five most vulnerable services by CISCO
[18], specially the two first versions of this protocol that still
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are widely used at present time. An attack based on this
protocol may severely compromise the security of the whole
network [19]. SNMP attacks were also listed by the SANS
(SysAdmin, Audit, Network, Security) Institute as one of the
top 10 most critical internet security threats [20] [21].
Most security tools are specialized in attacks coming from
the internet but attacks are just as likely to come from inside
the network as from the outside. In the case of SNMP, all
packets coming from outside the network would be blocked
by some other security tools. However, internal attacks
related with this protocol may also take place. Hence, the
experimental setting of this study is focused on the
identification of anomalous situations concerning SNMP.
For that purpose, biologically-inspired classifiers and
some other models have been applied in this work to
successfully detect some anomalous situations (that may be
attacks) related to SNMP. Advancing previous work, a
comprehensive collection of classifiers and ensembles has
been studied to obtain the best performance. Those situations
are comprehensively described in the following sections.
The remaining sections of this study are structured as
follows: section 2 briefly introduces the analyzed protocol;
SNMP. The applied classifiers and ensembles are described
in section 3, while experimental results are presented in
section 4. The conclusions of this study, as well as future
work, are discussed in section 5.
II. SNMP
SNMP was oriented to manage nodes in the Internet
community [17]; it is used to control routers, bridges, and
some other network elements, reading and writing a wide
variety of information (such as operating system, version,
routing tables, default TTL and so on) about these devices.
All this information is stored in the Management
Information Base (MIB), so it can be defined in broad terms
as the database used by SNMP to store information about the
elements that it controls.
This work focus on the identification of SNMP-related
attacks. The tree main anomalous situations related with this
protocol are scans, SNMP community searches and MIB
information transfers. These situations (described in this
section) can be very risky on their own and all together (a
network scan followed by an SNMP community search and
ending with an MIB information transfer) make an SNMP
attack from scratch. That is, an intruder gets some of the
SNMP managed information without having any previous
knowledge about the network being attacked.
In addition to purely SNMP anomalous situations (SNMP
community searches and MIB transfers), network/port scans
are also addressed in this work as it is an initial step when

attacking a previously unknown network.
1)

Scans

A port scan may be defined as series of messages sent to
different port numbers of a host to gain information on its
activity status. These messages could be sent by an intruder
to find out more about the network services a host is
providing. On the contrary, in a network scan the same port
is the target for a number of hosts (usually all the hosts in an
IP address range). A scan provides information on where to
probe for weaknesses, for which reason scanning generally
precedes any further intrusive activity. A network scan is
one of the most common used techniques to identify services
that might be accessed without permission [22].
2)

SNMP Community Search

The unencrypted "community string" can be seen as the
SNMP password for versions 1 and 2. An SNMP community
search is characterized by the intruder sending SNMP
queries to the same port number of different hosts trying to
guess the SNMP community string by means of different
strategies (brute force, dictionary, etc.) [21]. Once the
community string has been obtained, all the information
stored in the MIB is available for the intruder.
3)

MIB Information Transfer

This situation is a transfer of some (or all the) information
contained in the SNMP MIB, generally through the get (or
get-bulk) command. This kind of transfer is potentially a
dangerous situation. However, the "normal" behaviour of a
network may include queries to the MIB. It is the network
administrator responsibility to decide whether it is a
"normal" MIB transfer (scheduled in advanced) or it is not.
III. CLASSIFIERS AND ENSEMBLES
As previously explained, one of the most interesting
features of IDSs is their capability to automatically detect
whether a portion of the traffic circulating the network is an
attack or, on the contrary, it is normal traffic.
Automated learning techniques are algorithms specifically
designed for the purpose of deciding about new presented
data. Usually, that kind of algorithms suffer from common
problems, such as the over-fitting to the data used for
training - and therefore, consequent poor generalization
capabilities -, the stuck on local minima in their learning
function or a high computational complexity when dealing
with complex data. One of the most widespread and useful
techniques in order to avoid such problems is the ensemble
learning scheme [23-26]. The main idea behind this kind of
meta-algorithms is to train several slightly different simpler
classifiers and combine their results in order to improve the
results obtained by a single, usually more complex, one [27].
In the present study several of these algorithms have been
considered both for the base classifiers and for the ensemble
training in order to have a significant wide array of possible
algorithms to compare their performance results on mutated
data sets.

Among the base classifiers, it should be mentioned
clustering algorithms such as the k-Nearest Neighbours
(IBK) [28], instance-based statistical classification
algorithms such as the Simple Classification and Regression
Decision Tree (CART) [29] and the REP-Tree [30] and
artificial neural-network such as the Radial Basis Function
Network [31].
Among the ensemble meta-algorithms that make use of
the previous mentioned simple algorithms, the test
performed have made use of basic algorithms such as the
Multi-Class Classifier [32], used to adapt binary classifiers
to multi-class problems, Bagging [33], Adaptive Boosting
(AdaBoost) [34], or Random Forest [35]. This kind of
ensemble algorithms is based on the training of their base
classifiers using different random selections of the initial
dataset. This approach aims to increase the diversity in the
ensemble, by specializing classifiers in overlapping regions
of the data space. In the case of the Bagging, random
samples of the dataset are selected to individually train each
of the composing classifiers. The Adaboost algorithm uses a
more thorough approach, as it gives a certain weight to each
sample; according to how well it is recognized by the
already trained classifiers. That way, the currently trained
classifier can concentrate in difficult samples for previously
trained ones; in an additive way. Random Forest selects both
the samples and the dimensions or characteristics of the data
in the training of its base classifiers (decision trees).
The results of these simple meta-algorithms are compared
with more modern boosting algorithms such as the
LogitBoost [36] or the StackingC [37]. The former uses a
similar approach to the one of the Adaboost, but it relies on
the binomial log-likelihood as a loss function, instead of the
exponential function which underlies in the AdaBoost. The
Stacking meta-algorithm uses a two-level method. In the
first stage it trains different base classifiers and obtains the
individual results of the classifications on the test dataset.
Then, it uses that information in the second stage to train a
meta-classifier that selects a different subset of the base
classifiers depending on the data sample that is asked to
classify.
As results prove, ensemble learning adds an important
value to the data analysis task, as almost all variants
consistently improve results obtained by the single classifier.
IV. EXPERIMENTAL RESULTS
This section describes the experimental setting used for
evaluating the proposed ensemble methods when facing
SNMP-related anomalous situations. Further information on
how the analyzed datasets were generated is also provided.
Then, the obtained results are also detailed.
A. Datasets
Real-life datasets have been previously applied to perform
ID [38, 39]. Packets travelling along the network are
characterized by using a set of features extracted from the
packet headers. These five features, once codified,

contribute to build up the input vectors of the machinelearning models, x ∈ℜ5. The studied features can be listed
as follows:
− Timestamp: the time when the packet was sent.
− Source port: the port number of the device that sent the
packet.
− Destination port: the port number of the target host, i.e.
the host to which the packet is sent.
− Protocol ID: an integer number that identifies the protocol
over TCP of the packet.
− Size: the packet size (in Bytes).
It has been proved that this low-dimensional datasets
allow for the detection of some anomalous situations, mainly
those related to SNMP [6].
Packets travelling along a medium-size university
network were captured, analyzed and processed to gather the
data. This dataset generation methodology has been
previously described in detail [39]. Apart from the
anomalous traffic, normal traffic from many other protocols
running on the network has been also captured.
For a complete study, two different datasets were
generated, containing different examples of SNMP
anomalous situations:
• Dataset 1: it contains examples of al the three
anomalous situations described in section II. All
packets have been labelled according to the
following classes:
1. Normal traffic.
2. Scans to port number 161 (SNMP
default port number).
3. Scans to port number 162 (SNMP
default port number).
4. Scans to port number 3750.
5. MIB information transfer.
6. Community search.
• Dataset 2: it contains examples of only two of the
anomalous situations: scans and MIB
information transfer.
B. Experiments
Two different datasets were used for both training and
testing. The number of samples used for training and
validation are 9821 and 5866, respectively. A 10-fold crossvalidation schema was selected. The final classification rate
is obtained using the two previously described datasets, To
check the precision of the classifier ensembles, three and six
classes were used. The experimental setup comprises 25
ensembles such as "Adaboost", "Random Subspaces",
"Decorate", ”Rotation Forest”, "Bagging", "Boosting", etc.,
and 30 classifiers some of them are "NaiveBayes", "Ibk",
"LinearRegression", "JRip", "RBFNetwork", "SMO", etc.
Each ensemble uses a combination of 10 base classifiers
of the same type. The experimentation realized has a total of
780 test, that comes from the combination of ensembles -25and classifiers -30-, adding the classifiers tests without
ensembles. The best results obtained are presented in the
following section.

C. Results
From Table I it can be concluded that most of the
classification ensembles are able to carry out the
classification of the three-classes dataset and get the right
classification of 100% of the classes. This means that all the
applied classifiers are able to distinguish normal from
anomalous (rather scan or MIB transfer) traffic.
TABLE I
RESULTS WITH THREE CLASSES
Ensemble

Classifier

FilteredClassifier

Ibk, SimpleCart,
Ib1 and AODE

Adaboost

JRip

Adaboost

NaiveBayes

MultiboostAB

JRip

MultiboostAB

SimpleCart

RandomSubSpace

Ibk

RandomSubSpace

JRip

RotationForest

JRip

RotationForest

SimpleCart

Bagging

JRip

Classification Rate
Training (99.98%)
Classification (100%)
Training (99.93%)
Classification (100%)
Training (99.95%)
Classification (100%)
Training (99.93%)
Classification (100%)
Training (99.98%)
Classification (100%)
Training (99.98%)
Classification (100%)
Training(99.95%)
Classification (100%)
Training (99,95%)
Classification (100%)
Training (99.98%)
Classification (100%)
Training (99.94%)
Classification (100%)

In some occasions, being able to distinguish normal from
anomalous traffic is not enough, specially if automatic
actions are run to immediately stopped ongoing attacks.
Thus, a more precise classification of attack traffic is
requested. To do so, experiments were conducted on sixclasses datasets, for the IDS to be able to clearly identify
each one of the anomalous situations in the dataset. The best
results from this second round of experiments are presented
in Table II.
TABLE II
RESULTS WITH SIX CLASSES
Ensemble

Classifier

Classification
Via Regression
Classification
Via Regression

Linear Regression and
Pace Regression
Simple
Linear
Regression

LogitBoost

Pace Regression

Classification Rate
Training (94.654%)
Classification (88.97%)
Training (92.09%)
Classification (85.53%)
Training (95.53%)
Classification (87.95%)

As can be seen in Table II, a more specific classification
of attacks is not properly performed by any of the applied
models and ensembles. The best classification rate of these
experiments is 88.97%.
Table 3 shows the characteristics and options of the
chosen ensembles, together with their tuned values.
TABLE III
SELECTED OPTIONS OF THE ENSEMBLES

Ensembles
FilteredClassifier
Adaboost

MultiboostAB
RandomSubSpace

RotationForest
Classification Via
Regression
Bagging

LogitBoost

Options
Name of the filter “Discretize”
Number of boost iterations (10), seed for
resampling (1), use resampling instead of
reweighting (false), percentage of weight mass
(100).
Number of boost iterations (10), number of subcommittees.(3), seed for resampling (1), use
resampling instead of reweighting (false),
percentage of weight mass (100).
Number of iterations (10), Size of each subSpace
(0.5), seed for resampling (1).
Maximum size of a group (3), Minimum size of a
group (3), number of iterations to be performed
(10), number of groups (false), filter used
“Principal Components”, percentage of instances
to be removed (50), seed for resampling (1).
Classifier (M5P)
Size of each bag (100), compute out of bag error
(False), number of bagging iterations (10), seed
for resampling (1).
Classifier (DecisionStump), threshold (-1.79),
Number of folds for internal cross-validation (0),
number of iterations (10), number of runs for
internal cross-validation (1), seed (1), shrinkage
(1.0), resampling is used (false), weight pruning
(100).

V. CONCLUSIONS AND FUTURE WORK
This study has proposed the combination of a great amount
of classifier and ensemble methods for the detection of
SNMP-related anomalous situations.
Experimental results show that some of the applied
ensembles attain pretty good performance when splitting the
analysed data in three different classes. On the other hand,
when a more precise classification is needed, the
performance is not that good, increasing the number of
misclassified packets.
Future work will focus in the improvement of the
ensemble strategy to improve the classification accuracy
when dealing with six different classes. On the other hand,
some other attack contexts, apart from SNMP will be also
studied.
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